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Mownck HEVICI'IpaBHOCTEPI B 6ECI'IPOBO,CI,H bIX CETAX — 3aAad4a, A4O0CTATOYHO CUJTbHO OT/INYAKOLWaACa OT aHa/10rny-

HOW B TPAAMLMNOHHbIX MPOBOAHbIX CETAX.

KHACCVI‘DVIKALI,VISI NMPOBJ/TEM

B cpaBHEHHHU C IIPOBOAHBIMH CeTSIMU OecrpoBOmLHBIE
XapaKTepU3yITCs APYTHM CIIOCOO0M [IOCTyIa K Cpefe
U GH3MYeCcKH MHOM Iepefavell CUTHaja, YTO HaK/IaAbl-
BaeT CBOM OTIIEYATOK Ha IPOLECC ITOMCKA HEHCIIPaBHO-
cteit. IToMHMO 3TOro, becrrpoBofHAs IPHUPOLA ITOAKIIIO-
YeHUsI IPUBHOCUT HeOIlpele/IeHHOCTh B II0JIOKeHHe KITH-
€HTa B [IPOCTPAHCTBE.

JloCTaToOuHO YA06HO ITPOBOLHUTH ITPOLIECC IIOMCKA HEHC-
IIPaBHOCTE, OTHOCS BO3HUKIIYIO ITPoOJIeMy K OTHOMY
13 3apaHee OIpe/ie/IeHHBIX KJIACCOB, CO CBOMMH IIAraMH
IIPOBEPOK, KOTOPEIE IT03BOJIST €e CYy3UTh U IOHSTh. JIs
cetei1 WLAN (Wi-Fi) 11eniecoo6pa3HoO BBIIETUTH ClIelyI0-
IIHe KJIACCHL ITpobieM:

+ ¢du3muvecKas (QIapaTHast) HeHCIIPaBHOCTE;
* JedeKT IPOLIHMBKU WK YCTPAaHUMBIH IIPOK3BO/ICTBEH-

HbIH gedexT (bpaxk);

* pobreMBbl HaCTPOYIKY;
* IIPOrpaMMHBIN edeKT;
* HeBepHO BbIOPaHHBIM JH3aH PelleHH .

CremyeT OTMETHUTB, YTO B IIPOLiecce pelleH s MOKeT
BBISICHHUTBCS, YTO KJIAcC IpobreMbl ObUI M3HAYATBHO
OIpefie/leH HeBepHO. B HMIeanbHOM CHUTyallUH 3TO He
JOJISKHO ITPUBOSUTD K GOIBIINM 33 IeP>KKaM ITPH IIOHCKe
pellleHUs, OOHAKO B PeajbHOM CHUTyallUH, KOHEYHO,
MOYKET 3aMeJlJIN'Th BOCCTAHOB/IeHHe HOPMaJIbHOM PaboThl
CeTH.

Jls1 BBI6Opa Ki1acca ITpo61eMbl MOSKHO BOCIIONB30BAThCSI
CIefyIoler CXeMOK I10C/IeI0OBaTeIbHOCTH BOIIPOCOB:

* Yro? (Kakoe MMEHHO YCTPOMCTBO; OLHO, HECKOIbKO

HJIM BCe UMEIOIIHECs);

o I'me? (B KakoMm 4dYacTu odHca/30aHUS/ITPON3BOL-
CTBEHHOM 30HBI ITpobieMa HabII0AaeTCs], a B KAKOH
YaCTH - HeT);

+ Korpga? (Korga rmpobiemMa Havasia IPOSIBASThCS; IIPe-
IIeCTBOBAJIA I €M HOpMaJibHas paboTta ceTH; Korga
rpo6sieMa TOUHO He ITPOSIBIISIIACD);

* Yro eme? (BHOCHJIHCh M KaKHeIM60 HM3MeHeHMUSs
B CeTb, PaCIIoIoykeHHe TOUeK I0CTYIIa; [IPOBOAMIMCh TH
B3/IaHHUH PeMOHTHBIe PabOTHI MJIM HHCTaIISILIH 9ero-
n160; TIepee3sKasIK 11 OTAE/IbI; TIOSIBIISTUCH JTU B 671113~
JIeKaIMX [IOMeIeHHUIX HOBble apeH/IATOPEL U T.[).
Jly1st 6oree MonHOM HHGOPMALIMH O CXeMaX Hadaslb-

HBIX OIIPOCOB CjeflyeT 06paTHUThCS K CIIeLIMalbHOM

nuTepatype (CM., HalpuMep, MeToz bl KermHepa-Tpero

u '"Tlatu mouemy” (SWhy)). Ecniu mpobreMa mposiB-

JseTCSl TUIIb HAa OJHOM YCTPOMCTBe IPH HAJIHUUYHHU

HeCKOJIbKUX II00OHBIX, KMeeT CMBICT IIPeAIIonaraTh

$H3HYeCcKyI0 HEUCIIPAaBHOCTb YCTPOKCTBA. B ciiydae

ecsu nomobre HeIoNHO, LOMYCTUM, IIPU CyLleCTBeH-

HOM Ppa3/JIMuM{ B MHCTA/UISILUU (HalpUMep, OfHA

13 TO4YeK JOCTyIla BUCUT Ha CTeHe HaIlPOTUB THUPTOB,

a Apyrasi - B GanpII-TIOTONKe OPUCHOM 30HBI), IIpef-

IIOYTHUTEIBHO IIOMEeHSITh MEeCTAMHU 3aBeJJoMO pabouee

Y [TIOTeHIIHaIbHO COOMHOE YCTPOKCTBA AJIs IPOBEPKU:

He CBsI3aHa JIM HeUCIIPAaBHOCTb C QU3HUYeCKUM I10JI0-

JKeHHeM YCTPOMCTBA. [IOHSTHO, UTO IIPH 3TOM Heob-

XOZMIMO IT0 TOM >Ke CXeMe ITPOBeCTH 3aMeHY Bcex coe-

OUHHUTETbHBIX Kabememn.

Ecnu mpobriemMa IIposIBISIeTCS. TOMIBKO Ha OIIpefiesieH-

HOM THuIle 06opyZoBaHHUS (Ha BCeX YCTPOMCTBAX OIIpe-

Ie/leHHOro THIa), To Ou3Hhyeckass HeHCIIPaBHOCThb
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KOHKPETHOI'0 yCTPOMCTBA MajoBeposiTHa. OfHAKO B CI1y-
Yyae HeBePHOM MHCTA/UIALIMKU 3TO BO3MOXKHO, HAIIpH-
Mep, [IPH HapyIleHHUH repMeTHYHOCTH KOPITyca Y TOYeK
JOCTyIa, IpefHAa3sHAUYeHHBIX /IS MHCTAUISILIUU BHe
MOMellleHUH. B 3ToM cilyyae HeobXOLHMMO ITPOBEPUTb,
CYILeCTBYIOT JIU OT/IMYHSI B TP MeHeHUH II0TeHI[MaTbHO
cOOFIHOM MOfieNy JI/Isl IIPOBEPKU TUIIOTe3bl O HEBEPHO
BbIOpAaHHOM JH3akHe pelleHHs. EC/THM TaKUX OTNIMYHUHI
HeT, WIH eC/I JU3aNH IIPOBEPeH U COOTBETCTBYET BO3-
MOKHOCTSM 000pyHoBaHHs (COITIACHO JOKYMEHTAI[HUU
IIPOM3BOIUTENSI, BO3MOXKHOCTH 0OOpyZOBaHMS I103BO-
JISIFOT MCIIO/IB30BaTh €ro B IAHHOM CXeMe M HacTpOoHKa
060pymOBaHHUS TaKKe BBHIIIONIHEHA COIVIACHO JOKYMeH-
TallMH), MOKHO IIPeAIIofaraTh IPpOrpaMMHBIH JedeKT
Wiy JedeKT TPOIHBKH, O4UeBUIHO, UTO B IIPOLiecce ITPo-
BepKH [IH3alHa BO3MOKHO 06HapyskeHHe OIIH60K KOHPH-
rypaLMu U UX HCIIpaB/ieHHe. IIpy HOBOM MHCTA/UISLIMH
JJ151 KOHEYHOTO [10J1b30BaTeIsl, KaK IIPaBUJIO, OCTATOUHO
TPYZHO [IPOBECTH T'PaHb MeXK/1y IPOrpaMMHBIM edek-
TOM M c60eM IPOIIHMBKH/IIPOH3BOACTBEHHBIM OpPaKkoM.
OnHaKo 3T0 He KPUTHUYHO. B TakoM ciy4yae Heob6X0muMO
PaboTaTh € MOCTABIIMKOM 000pPyIOBaHUS [I/1s peIlleH s
ripo6sieMbl. IIpy HOBBIX MHCTAJUISLIUSIX OIIpe/ie/IeHHYIO
rpobsieMy ITpe/iCTaBIIsIeT OTCY TCTBHE JAHHBIX O 3aBe/IOMO
pabouem peskuMe CeTH. ITo HeyAo6CTBO MOSKHO HUBEJIH-
POBaTh, UCIIO/Ib3Ys IIMIOTHBIE CETH, & TAKIKe C IIOMOLIBIO
MOCTaBIIYKa PellleHHI, KOTOPbIM MOKeT IIpelOCTaBUTh
JOTIOTHUTEIBHYI0 HHPOPMALIHIO O TECTOBBIX MHCTAJIIIS
LIMSIX. B c/lydae ec/Tv ceTh B IIPOLIOM paboTaia yCIIelTHo,
MBI MOJKeM HCK/TFOUUTh BePOSITHOCTb ITPOM3BOJCTBEHHBIX
JedeKTOoB IOTHOCTBIO (IIPH YCIOBHH, YTO 3a/1eICTBOBaH-
HBIM QYHKIIMOHAJ He MeHSUICS) U IOTHOCTBIO COCPesio-
TOYMTHCS Ha JIOKAJM3al[MK MPOrpaMMHOro fedekra.
IIpu 5ToM c/lefiyeT OTMETHUTb, UTO IIpobeMbl IIPH IIPo-
K3BOZICTBE BCTPEUAIOTCS HACTOJIBKO PesKe ITpobyieM C IIpo-
rpaMMHBIM obecriedeHHeM, YTO UX BEPOSITHOCTBIO MOSKHO
B LieJIoM ITpeHebpeus. B cirydae rrpo6ieM co BCceMH YCTPOH-
CTBAMH MMeeT CMBbIC/I IIPe/ITIONOXKUTD, UTO B ONTMCAHUHU
mpobrieMBl yIlyIeHa KaKkasi-IMb0 BaskHas IeTalb, II03B0-
JISIFOILASI CY3UTh OITHCAHHe, TUO0 UTO ITpobieMa He JIeXKHUT
B 06/1acTH 6eCITpOBOIHBIX ceTel (Harpumep, c6oi B ITpo-
BOJIHOK CeTH MOXKeT IIPUBECTH K II0Tepe COeIHHeHUSs
Me>Xy KOHTPO/IJIEpOM M BCeMH TOUKaMHU JOCTYyIIa, IIPH
3TOM M KOHTPOJIZIEP, K TOYKH AOCTyma 6yAyT GyHKIIKO-
HUPOBaTh). OYeBUHO, YTO He BO BCeX CETSIX BO3MOXKHO
IIPOBECTH TaKOM aHA/IM3, OAHAKO YeM IIoHee OH bymeT
mpoBefieH, TeM boJtee 6yzeT yIIpolleH IIpoLiecc ycTpaHe-
HHS HEHCITPAaBHOCTH.

MOsKHO pe3loMHpPOBaTh, UTO B 00IeM Cily4dae, KOrfa
paccMaTpHBAETCSl HECKOIBKO YCTPOMCTB C JOCTATOYHO
CXOKMMHM XapaKTePUCTHKAMH, aJITOPUTM IIPOBEpPKHU
ugeT oT (QU3HUYEeCKOM HEHCIIPAaBHOCTH K ITPOBEpKe
HACTpOeK U JX3alHa B I1eJIOM, U Iajlee K ITPOrpaMMHO

HEHCIIPaBHOCTH (M BO3MOXKHOMY ITPOH3BOLCTBEHHOMY
bpaxy).

ANrOPUTM NMPOBEPKU

du3uyecKkasi HEMCIIPABHOCTDb — 3TO IaJleKo He BCerfa
3aMeTHBIH I1a3y AedekT. [IoMHMMO OUeBUIHBIX C/Ty4daeB
(momycTHM, TOUKY AOCTYIIa yPOHHIIM IIPY MOHTaKe U ee
KOPITYC Pa3bUT), BO3MOKEH BBIXOJ, M3 CTPOS 3/eKTPOH-
HBIX KOMIIOHEHTOB. MHOIZIa Takoe yCTPOKMCTBO IIPOOT-
’KaeT YacTUYHO QYHKIIMOHUPOBATh, UTO ele Oosblie
3aTpyOHSeT aHaIN3.

EcM yCTPOMCTBO BBIIVISIAUT COBEPIIEHHO BhIIIE[-
IIKM M3 CTPOSl U He BKJIIOYAeTCsl, UMeeT CMBICT 3aMe-
HUTb UCTOYHHK ITUTaHU S (KabeJlb, IOPT Ha KOMMYTATope,
PO3eTKy) Ha TapaHTUPOBaHHO pabouyio (He Ha cBobox-
HYI0/pe3epBHY10). BO3MOXKHO I1epeK/II0UUTh YCTPOKCTBO,
KOTOpoe paboTasio Ha 3TOM UCTOUHHKe Ha II0TeHIIUa/IbHO
COOFIHBIN UCTOYHHUK, OfHAKO 3TO CJIEAYeT Jie/IaTh C 0OCTO-
POKHOCTBIO, TaK KaK HEHCIIPaBHOCTb MOXKeT IIPHUBHO-
CHUTbCS UCTOUHHKOM IHTaHUA (II03TOMY MMeeT CMBICII
JieaTh Tak TOJIBKO B C/Iydae, KOI/ia IoTeHI[MalbHO c60k-
HOe YCTPOKICTBO HOPMaJIbHO BK/IIOUAETCSI C IPOBEPEHHBIM
pabovuuM HCTOYHHMKOM MUTAHUS). ITO MO3BOTUT JIOKA-
JTH30BaThb I1pobieMy - M, BOSMOXKHO, H36e5KaTb JOPOro-
CTOsIIIIeH 3aMeHBI.

CrielyeT OTMETHTb, UTO MHOIJA GH3HUUYECKYIO 3aMeHY
YCTPOCTBA BBIIIONHSIIOT A0 IIPOXOAia BCeX CTAIUH ITOKCKA
HEeHCIIPAaBHOCTH — KaK OJHMH K3 3TAIlOB HCCIe0BaHUS
mpo6sieMbl. ITOT MOAXO0M 06OCHOBAaH B Cllyyae KPUTHY-
HOTO ITPOCTOSI, IIOCKOJIBKY B HJIeaJIbHOM C/ydae IIPHBO-
IUT K Harboee 6pICTPOMY BOCCTAHOBJIEHHIO paboTOCIIO-
COBHOCTH CHCTeMBL. K cOsKa/leHHI0, TAKOHM BapHaHT pelle-
HHUS CYILECTBEHHO CHU KaeT BO3MOKHOCTD IIOHSTh, YTO
BBI3BAJIO ITpO6/IeMy U IPeJOTBPATUTh IIOSIBIEHHE aHa-
JIOTMYHBIX IIpobrieM B Oymy1ieMm.

K BO3MOSKHBIM OCJIO’KEHHIM ITPH 3aMeHe HeobX0MO
OTHECTH OTCYTCTBHE YCTPOHCTBA (0CO6eHHO JOPOroCTOsI-
mero) B 3MIle, CpBIB CPOKOB 3aMeHBI H OTCYTCTBHeE pabo-
4yer KOHQUTYpallMH YCTPOMCTBA, Bce 3TU 0C/IOKHeHU S
YCTPAHSIOTCS JIUIIb [IPeBeHTHBHO, COOIIOeHeM 10T~
THK 10 COXPAaHEeHHI0 KOHQUTYPALIULL YCTPOHCTB, A TAKKE
HCIIONBb30BaHHEM B CETH 0060PyJOBaHH S CETEBOTO YIIPaB-
NleHH s (C BO3MOYKHOCTBIO XpaHeHH s1 KOHQUTYPaLlKE pas-
JTMYHBIX BEPCUH U T.[I.).

JedeKT MpOMMBKH (MM ITPOK3BOACTBEHHBIN 6pak,
KOTOPBIF BO3MOSKHO HCITPABUTh IIEPEIIPOIIHBKOL YCTPOH-
CTBA) MOSKHO BBIJIEJIUTDH B OTAE/IBHBIN Kjacc IIpobrem
MIMEHHO II0TOMY, 4TO, 6yAy4uu 6/IM3KHUM I10 XapaKTepH-
CTHKaM K QU3HUeCKOM HEeHCIIPaBHOCTH, TaKOH AedeKkT
BCe >Ke 3a4acTyIo UCIIpaBUM. To ecThb eciiu fedeKT yske
K3BeCTeH, BO3MOYKHO ero IpeBeHTHBHOe HCIIPaBJIeHHe,
Y 3aMeHa 060opynoBaHUs He TpebyeTcs. ITO II03BOJISET
COKOHOMMUTB pecypchl Ha 3aMeHe. B ci1ydae ecnu nedeKkt
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BECIIPOBOJIHAS CBA3b

TPYAHOYCTPaHUM (HaIIpHMep, HeobX0q M KOHCOTBHBIH
TOCTYII B Te4eHHUe JJOCTATOYHO J/IUTe/IbHOIO BpeMeHH,
a yCTPOKMCTBO CMOHTHPOBAHO Ha MayTe), BO3MOYKHA aIllla-
paTHas 3aMeHa Ha JIpyroe YCTPOHMCTBO C UCIIPABIeHHOM
ITPOIIKMBKOM U IIPOBefleHHe PaboT I10 yCTpaHeHUI0 HerC-
ITPAaBHOCTH OT/E/IBHO. JI/I1 MUHUMH3aL[UU [TPOSIBIIeHH ST

TaKHUX JIepeKTOB He0OXOM MO ITePHUOSHUIeCKH IIPOBEPSITh

Be6-CalT IIPOU3BOLUTENIEE 060pyOBAHHUS HA HATHYHe

HOBOCTEM O TaKHUX [IPOM3BOJICTBEHHBIX AedeKTax U I10A-

Iep>KUBATh CBSI3b C IOCTABI[HKAMHU 060PyIOBAHUS.
ITpo61eMbl HACTPOMKH 060pymoBaHHS - Hauboree

YacTasi IpUYMHA c60eB. 3eCh OCHOBHOM TaKTHKOM HOTT-

KeH SIBJISIThCSI AaHA/IN3 BHECEHHBIX M3MeHeHHUH. K coka-

JIeHHUI0, 3a4aCTyI0 TeXHUYeCKHUE IIePCOHa He IIPHUIAeT

IO/DKHOTO 3HAYeHHs JOKYMEHTHPOBAHUIO BCEX IIPO-

BOJMMBIX AEHCTBHUI HIM AasKe IIBITAETCSI CKPBITh JeH-

CTBUSI, KOTOPbIe MOIJIM IIOBJIEYb 32 CO60L BOSHUKHOBEHHE

HEHCIIPaBHOCTHU. [IOTMTHKA XpaHEeHHUsSI BepCHI KOHQU-

TypallMi U yueT BHECeHUsI H3MeHeHUH IIOMOTYT II0/y-

YHTh UCUEPIIBIBAOITY0 HHPOPMALIHIO B CTy4yae Heobxo-

ITUMOCTH. BOJBIIYIO yCIyTY 371eCh MOKET OKa3aTh TeCTO-

Basl CeTh, Ile Pa3IMUHble BaPHAHTHl KOHUIYpALIUU

MOSKHO ITPOMOJETHPOBATh ~ M, TAKHM 006pa3oM, JIOKa-

JIM30BaTh IIpoOJIeMHBIN CLieHApUI. [lajiee MOKHO obpa-

THUTHCS K JOKyMeHTAI[UH Ha 060pymoBaHUe (MTH K ITpeJi-

CTaBHUTEIO IIPOM3BOSUTENSI HIIU K IIOCTABIIMKY, €C/IH

IOKYyMEHTAIIMS OTCYTCTBYET M1 HEeIIONHA), YTOOBI BBISIC-

HUTb, KaKHe HU3MeHeHHUs HYKHO BHECTH /ISl UCIIPaB-

NeHUst IpobreMbl. ITO HeobXomMUMO TaKke mis Goee

TOYHOT'O OIKCAHHS IIPO6IeMBbI IPOU3BOAUTEN0 060py-

TOBAaHMS B CIy4ae, eC/Id IpobeMa OKaskeTCs CBSI3aHa

C IIPOrPaMMHOM OIIKOKOM, U [JIs IOKMCKA BPeMeHHOT0

pemieHus. ECIM MozieTMpoBaHHe ITPo6IeMBbI B TeCTOBOK

CeTH HEBO3MOXKHO, C/lelyeT MaKCHMaJIbHO YIIPOCTHUTh

CLIEHAPHH C LIeJIBIO C/IeJIaTh ero pabourM, a iajiee YCIOK-

HSITB €T0, IIOCTEIIeHHO J0BOJIS 10 TOT0, KOTOPBIE HCIIO/b-

3yeTcsi B peasIbHOM CeTH, OTC/IeSKHBASI, B KAKOM UMEHHO

MOMeHT ITpob/ieMa BO3HHMKHET CHOBa. Hampumep, B C1y-

Yae IIpobs1eM C JOCTYTIOM I10Ib30BaTe Ik K 6ecIIpOBOSHOM

CeTH ITPU HAJTUYHH [IOPTaJIa C aBTOpPU3aliyeH 110 open id

MO>KHO ITPeIJIOKUTh:

* CHayYaJia CO37ATh ellle OfiHY, OTKPHITYIO CETb, HCIIOJb-
3ys Ty 5Ke TOUKY JOCTYIIa;

* ecIM MOAK/IIOYeHMe KJIHMeHTa, y KOTOPOro OTMeda-
THCh ITPo6IeMBI, TPOXOUT HOPMAJIbHO — HACTPOUTh
ayTeHTUHUKALIHUIO C IIOPTAJIOM, HO UCIIOb3YsI CTATH-
yeckue credentials;

* ecIM MOAK/IIOYeHMe IIPOXOAUT Tellepb HOPMAJIBHO,
HaCTPOUTH ayTeHTUPUKALIHIO I10 open id;

* eCJIM II0 NOCTHKeHHH MJIeHTHYHON KOHQUTYpaLUU
mpobneMa He BOCITPOM3BOAUTCS (a CTapoe pellleHHe
IO-TIpeXKHeMY He paboTaeT), MOSKHO HCIIOIb30BaTh
HOBYIO CeTbh JJIsI BpeMeHHoro aocryma (workaround)

Y OJHOBPEMEHHO ITPOAO/IKATh aHATH3 CTAPOHM KOH-

dUTrypaLH A/1s IOMCKA OMHO0K.

HIHTepeCcHBIM BOIIPOCOM /ISl IIpobieM, CBSI3aHHBIX
C HACTPOMKOM 060pyHmOBaHUS, SIBISIOTCS HOBBIE CETH.
B HHX HEeBO3MOXKHO ITPOBECTH CpaBHEHHeE C 3aBeIOMO
XOpolIIel KOHQUTYpaLIKer. B 3ToM cTydae HaM [/ CpaB-
HeHMSl HeoOX0oAMMa ITHJIOTHAS CeTh MJIM XOTsl OBl II0A-
pobHast mokyMeHTaLMs Ha obopyznoBaHue (configuration
guides, blueprints). B HOBBIX CeTSIX MbI COBEpPLIEHHO He
MOKeM HCK/IIOYHUTDH BEPOSITHOCTh HEBEPHOTO AM3aMHa,
Y BCETZIA eCTh BEPOSITHOCTB TOTO, YTO 060pyAOBaHUE He
CMOKeT paboTaTh sKe/laTeIbHBIM 06pa3oM (XOTs oHa, 6e3-
YCJIOBHO, HeBeJIMKA B C/Iy4ae IIOCTPOEHHUSI CETH IPaMOT-
HBIMH CIIeIIHa/INCTaMH). [IpH Iomo3peHUH IpobieMsl
C KOHQUTYpALIKel YyCTPOKCTBA MBI, 10 CYTH, BHOBb ITPO-
XOIMM TOT 3Ke LIMKJI BOIIPOCOB, YTO U IIPU OIIpefieie-
HUU THUIIA [IPoOJIeMBl, OJHAKO Ha JPYroM YpOBHe. MbI
CTapaeMcsl JIOKAIM30BaTh MeCTO BO3HHUKHOBEHHS IIPO-
6reMsbl (YCTPOMCTBO), a 3aTeM cobpaTh JHATHOCTHYe-
CKy0 HTHGOPMAIIHIO, KOTOPas [IOATBEPAUT/OIIPOBEPIrHET
HAIIH BIBOZIBI.

B cyuae nomo3peBaeMbIX ITpobiem:

* Ha CTOpOHE KJIMeHTa — cobrpaeM JIOTH KJIMeHTa U Tpa-
UK 6ecripoBOLHOrO COEUHEHHUS, a TAKKe B CJIydae
Ha/IM4Hsl KOHTpo/UIepa - Aebar-BeIBOMBI, OTpaskaro-
I[Ke COCTOSTHHS KJIMeHTa (Harmpumep, Ajs obopyno-
BaHMs KoMraHuH Cisco, debug client <mac-address>),
cobrpaeM MHPOPMALIHIO O MeCTe MOAK/IIoUeHHU S (JIOKY-
MeHTALHIO I10 06CIIeIOBAaHUIO CeTH, wireless survey);

* Ha CTOpPOHe TOYKH HOCTYIIa - cOOMpaeM JIOTH TOUKHU
IOCTYyIIa (eC/TH eCTh) U KOHTPOJLIepa (eC/TH OH IIPUCYT-
CTBYeT B CeTH), TpadprK 6eCIIpoOBOAHOr0 COeAHEHH S,
TPadUK MesK/Ty TOIKOL JOCTYIIA M KOHTPOJIJIEPOM (eC/TH
MBI Hcrionb3yeM cxeMy lightweight APs);

* Ha CTOpPOHe KOHTPOJIIepa - cobrpaeM JI0Oru KOHTPOTI-
nepa (mns KoHTponnepoB Cisco HaumHaeM ¢ show
msglog, show traplog u show run-config);

* Ha CTopoHe 060pyI0BaHUSI MOHUTOPHHTA - CObHpaeM
JIOTH MOHUTOPHUHTOBOM CHCTeMBI, KOHTPOJLJIepa, Tpa-
UK MeXK Iy KOHTPOJIJIEPOM K CICTEMOE MOHHUTOPHHTA,;

* Ha CTOpOHE ayTeHTUQHLIMPYIOLIEro cepepa — cobu-
paeM JIOTH Ha CepBepe ay TeHTUQUKALIH, Ha KOHTPOJI-
Jepe U, BO3MOXKHO, TpadUK MeXKy HUMH;

* Ha CTOpOHe CeTH - cobrpaeM ceTeBoH TPadUK MexKIy
"HalIMMH" YCTPOMCTBAMHM K aHATH3UPyeM ero
Ha ITpefiMeT BO3MOKHBIX COPOCOB.

Kak BugHo, Ha6op OAHHBIX, HAa OCHOBAaHHH KOTO-
PBIX MBI fleJlaeM aHalIK3, YaCTUYHO IIepPeKphIBaeTCs.
9T0 [103BOJISIET He TPATUTh IMIIHHe PeCypChl Ha pa3bop
3aBeJJOMO HeBepOSITHBIX THIIOTe3 U ObICTpee I0/1ydaTh
Heo6XOmMMBIN Habop IaHHBIX 1 aHanH3a. [TIpobemsl,
CBsI3aHHBIE C IIPOrPAaMMHBIM AepeKToM — Hauboree
YaCTO PAIIOPTYIOTCS B CITY>KOBI TEXHHUYEeCKOH MTOAJEPSKKH,
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O/THAKO 3a4aCTYIO OKa3bIBAIOTCS ITPO6IeMaMH Apyroro
pora. B ciyuae obHapyskeHHUsI B Iorax exceptions, kernel
panics u mpo4yux Momob6HBIX COOOIIEHUI C BBICOKKM
YPOBHEM Ba>KHOCTH (severity), Mbl MOXeM C BBICOKOH
BEPOSTHOCTBIO IpPeAIloaraTh HaJU4He IIPOrpaMM-
Horo JedeKkTa. B TakoM ciy4ae HeobXogHMMO IIpoBe-
PHUTbH, IIPUCYTCTBYET JIK 3TOT AePeKT B YHC/Ie H3BEeCT-
HBIX ITPOU3BOAUTeIO (B ci1y4ae Cisco - HCITonb3ys bug
toolkit Ha ca¥iTe) U B KaKOM BepCUU IIPOrpaMMHOro 0be-
CIleYeHUs 3TOT AedeKT UCIIpPaB/eH. B ciydae ke Heo-
SKUJAHHBIX Pe3yJIbTaTOB PaboThl IIPOrpaMMHOro obe-
CIIeYeHU s MU 3aBUCAHUS YCTPOMCTB PeKOMEH/YeTC s
BHaYajle IPOBEPUTDH APyrHe BO3MOXKHBIE ITPHUYHMHBI
BO3HHKHOBEHH S ITPobIeMBI. [IJIs1 CeTeBOT0 MHKeHepa
HEBO3MOYKHO IIOJIHOCTBIO HCIIPAaBUThH JAHHYIO IIPO-
6/1eMy caMOCTOSTeNIbHO, OAHAKO 3a4acTyI0 BO3MOXKHO
HaHUTH 06XOLHOH I1yTh, KOTOPBIH CYIeCTBEHHO CHU3UT
BIHsHUe 1pobneMsl Ha ceTs (Workaround). [lsist aToro
npu obHapyskeHHHU ITPOrpPaMMHOr0 JedpekTa Heobxo-
IOHMO IIOMBITAThCS MOHSTH, KaKasi IMoAcHCTeMa 060-
PYHAOBaHUS IOABEP>KeHA AedeKTy, a 3aTeM Iorpobo-
BaTh 3a/IeACTBOBATh AHAJIOTUYHBIN QYyHKIIMOHA, He
HCIIONB3ysl ee. Hampumep, mpu obHapyskeHHUU bara
B peskuMe FlexConnect MOSKHO IIOITpo60BaTh IIepeBeCcTH
TOYKY IOCTYIa B peskuM Local. 9TOT peskuM, KOHEUHO,
CO37aCT JOTIOIHUTENPHYIO HAIPY3Ky Ha KaHAJI CBSI3U
MeXAy TOYKOHM JOCTYIla M KOHTPOJUIEPOM, a TaKKe
Ha KOHTPOJLIEP, OfIHAKO 3T AOIIOTHUTE/IbHAS Harpy3Ka
MOKET OKa3aThCsl JOMYCTHMOK Ha BpeMsi, HeobXomu-
Moe ITPON3BOIUTETIO [ UCIIPAB/IeHHUS edeKTa U Ipe-
IocTaBaeHHs HoBoro I10. MMeHHO II03TOMy B CIydae
ecnu npobneMa HeM3BeCTHA ITPOU3BOAUTENIO, HMeeT
CMBICJI CMOZIe/IMPOBATH NPobeMy y cebsi U CTapaThCst
MaKCHMaJIbHO y4acTBOBAaTh B IIPOIecCe ee PelleHUs.
Be3yCc/I0BHO, 3TO MOKET OKa3aThCsl HEBO3MOKHBIM B CIIy-
Yyae OrpaHHUYeHHBIX PeCypPCOB HIIH IIOBBIIIEHHON KPH-
TUYHOCTHU pabodert CeTH.

HeBepHBIH AH3aliH - 3T0 camas bone3HeHHas
omu6Ka, KOTOPYIO AOMYCKAOT HH>KeHePhI IIPH IIOCTPO-
eHUU ceTel. B cirydae 6eCIIpoBOAHBIX CETEM K BOIIPO-
caMm capacity (emxocts), bandwidth (mumpuHa kaHana),
Heob6X0omHMOro GyHKLIHOHAIA J0OABISIOTCS OrPaHHYe-
HUS, HaKJIaIblBaeMble 'MaTepHaIbHBIM MHUPOM (pas-
MellleHHe TOYeK 0CTyIla U UX IUTaHUe, TpeboBaHUS
10 Ka4yeCTBY IOKPBITHSI), KOTOPble MEHSIOTCS B 3aBH-
CHUMOCTH OT KeJIaeMoro GyHKIIHOHAJIa CETH, BO3MOXK-
HOM MHTepdepeHIIUH C APYTHUMH YCTPOUCTBAMH 3aKa3-
YHKa... K c4acThio, 3TH IMpobeMBbl 3a4acTyI0 BBISBIIS-
I0TCSL U YCTPAHSIOTCS IIPU IMHMJIOTHBIX 3aIlycKax. Jis
NpeIOTBpallleHUsI ITPOHUKHOBEHHUS OMMO0K TaKOro
poza B production Heo6XonHMO TIIATEIbHOE ITPOBee-
HUe Harpy304HBIX UCIIBITAHUN. TeCTUPOBAHUIO LON-
SKeH II0/IJIeXKaTh He TOJIBKO caM (aKT MOAKIIOYeHH S

WJIM MCIIOJB30BAHUS KelaeMoro GyHKIHOHAIA, HO
Y KadyeCTBO IIPeIOCTAB/ISIeMOr0 CEPBHCA, a TAKKe BO3-
MOSKHOCTB PabOTBI B C/1y4ae II0JIHOM HaTrpy3KH HEKOTO-
POro ydacTKa CeTH U IIOBe[leHHe CeTH B CJlydae Ilepe-
I'Py3KH. B obIieM ciydae MOXKHO IIpeAIoNaraTb Halu-
Yre HeBepHOro JHU3alHa, eC/IH OIIHCaHUe IIPobieMbl
BKJ/IIOUAeT B cebsl yIOMUHaHMe 0 HepaboTaoleM H3Ha-
YajapHO QYHKIIMOHAJe MM CyIeCTBEHHOM YXY/IIe-
HUHU CepBHCA IIPU BBEAEHHUU CETH B 3KCIIIyaTaILHIoO.
B TaKoM CUTyaLluK B Ka4eCcTBe pelleHHsI MOKeT BBICTY-
[IaTh KaK IIOJIHOE, TaK U YaCTHYHOe U3MeHeHUe CeTH,
YTO 3a4aCTyI0 HEBO3MOXKHO OCYIECTBUTh B KOPOTKHE
cpoku. I1o3TOMy, KaK 3TO HU TPYCTHO, MHOIZIA B Kaue-
CTBe BPeMEHHOI0 peIleHMs MPUXOLUTCS OrPaHUYH-
BaTh QYHKLIHMOHAJ CeTH (HampHMep, BMeCTO HCIIOJNb-
30BaHUS BCEMH COTPYLHHUKAMHU TOJIBKO O€CIIPOBOIHOTO
MO K/IIOUEeHU S IIEPEeBOAUTH CTAlHOHAPHBIE CTAHIIUU
Ha "06pIuHOE" IPOBOLHOE IIOAK/IIOUEHHE),

TECTOBbIV CLLEHAPUW

[IpelIIoNoKUM, YTO HeKas KOMIIAHUS MMeeT pas3Bep-
HYTYI0O B CBoeM odrce 6ecIIpoBogHYIO ceTb. OdUC pac-
[IOJIOKEeH B OTHE/IbHO CTOSIIEeM MaJjIOo3TaskKHOM 3IaHHUH,
Ha TeppuUTOpUM OH3Hec-TIapKka, B OKPY>KeHHH I10700-
HBIX ITIOCTpoeK. Ha mepBoM 3Taske 3MaHHUS HAXOTUTCS
30Ha IIpHeMa IOoCeTHUTe/Iek, CAaHY3/Ibl, X035ILCTBEHHEIe
[IOMeIlleHH s, a Tak>Ke HebosbInoe Kade v 30Ha OTObIXA.
Takke MMeIOTCS pabodurie IIOMeIeH s 1 KOMHATBI IS
reperoBopoB. Ha 6ojyiee BBICOKHX 3Ta’KaX pacrionara-
IOTCSI UICKJTIOU M TeIbHO paboyre MecTa v CaHy3/1bl. B 311a-
HUU UMeeTcsl TUOT. [lepel BBOLZOM B 3KCIUIYaTaIHIO
(mo BBO3a Mebenm) 6bIJI0 IIPOBeIEHO pafHoobCIeIoBa-
HHUe, ero pe3yJIbTaThl OCTYIIHBI /IS aHaIHu3a. K coxa-
JIEHUIO, IIPe/ICTAaB/IEHBI TOTIBKO CyMMapHBIe Pe3y/IbTaThl
110 06H1€My IIOKPBITHIO (O/IHOBPEMEHHO u s 5 [T,
U gas 2,4 ITa). CormacHo JaHHBIM panu006cne/:[013a-
HHUS, cuia curHana (RSSI) konebnercst Mmexxay -60 u -40,
aypoBeHb myMa (noise floor) He mogHMMaeTcs BrimIe 75
(B 0cHOBHOM KojiebyeTcst okosio -90).

Jlnsa venent obecriedeHHs: 6eCIIPOBOAHOIO AOCTYyIIa
OBLIH CKOHOUTYPHPOBAHBI [IBe 6eCIIPOBOIHbIE CETH ~ KOp-
[IOPATUBHOTO I10/1b30BaHUSI U rocTeBasl. /i TOCTeBOHN
ceTH QYHKIIMOHHPYET IIOPTa, AaHHbIe AJIS IIOLKIIIO-
YeHHsI K KOTOPOMY T'OCTeBbIe I10Ib30BATE/IH II0JIyYAIOT
y cexpeTaps (1L KaKI0T0 [10/Ib30BaTe ISl FeHEPUPYeTCsI
YHHKAJIbHAsSI y4eTHas 3aIIKCh). B KOPIIOpPaTHUBHOM CeTH
MO KJIFOYEHIe IIPOUCXOIUT C IIPOBEPKOM MAIIHHHOIO
cepTUPUKATA, a TAK>KE yUETHOH 3aIIUCH I10/1b30BaTeIS.

HabmnronaloTcs ciemyromniye pobieMsbl:
 HHOrZa (C MOMEHTA 3aIlyCKa CEeTH B 9KCIUTYaTaIIHIo)

TOCTeBbIe II0Tb30BATEIH HE MOTYT IIOAKIIOYHUTHCS

K ceTH (Jale BCEro 3TO IIPOHUCXOAUT BO BTOPOM I10/10-

BHHe JHS U B IIATHUILY);
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Puc.1. CKpMHLWIOT C NoApobHOM nHdopma-
LMen O KJIMeHTe, NCMbIThbIBAKOLLEM NPO6aEMDI
C NOAKTIOYEHMNEM

* HeKOTOpbIe FOCTeBBbIe I10/1b30BaTeIIH He MOTYT IIOJK/IIO-
YHTBCS, TAK KaK IIOPTAJI HEAKTHBEH;

* 6osblue Bcero HapeKaHUH Ha paboTy ceTH IOCTYIIAeT
B CepefiHe JHS B 30He Kade (IIPH 3TOM eCTb II01b30-
BaTeJIH, UCIIONB3YIOIHe JOCTYII K CeTH 13 30HBI Kade
6e3 kakux-1ub0 rpobnem B 11060€e Bpems).

HMeeT CMBICJI HauaThb pellleHHe ¢ 6oJiee TOYHOTO OITpe-
IenleHus IpobieMbl ¥ pa3breHHs ee Ha 033 JauH.

B cydae rrpobiieM ¢ ITOpTayioM HeobXOAHMMO KaK MOSKHO
Bosiee TOUHO yAOCTOBEPUTHCS, UTO KMEIOT B BUY I10J1b30-
BaTeJIH, OITHMChIBAsI HepaboTaIoNmM i TopTal. OTCYyTCTBHE
[P-agpeca, MOCTOSIHHAS Ilepe3arpy3ka CTPaHHULBL IIOp-
TaJla, OTCYTCTBYIONAs CTPAHMIIA IIOpPTasa, COObILIeHHe
06 omrmbKe cepTUPHKATA Ha ITOPTaJle, IOBTOPHBII BBIBOT,
bopMBbl ayTeHTUPHKALIMK, JONTas 3arpyska (GpopMEI
ayTeHTHHUKALIUH, OTCY TCTBHE [lepeHaIIPaBIeHHs] [I0CIIe
ayTeHTHUHUKALIMH ~ BCE 3TO MOKET ObITh CMeIIAHO I10/1b-
30BaTe/ISIMH B OFTHOM OITHCAHUM: 'TIOPTAI He aKTHBeH .
ITpH MOJTy YeHH Y OITHMCAHUSI TAKOT0 BU/IA ITPob/IeM KpariHe
KeJIaTe/IbHO II0JIyYaTh JIOTH U CKPHHIIOTH Habmromae-
MOH ONTHOKH, a TAK>Ke OMKCAHHe O3KHIAeMOro IIoBejie-
HUSI CUCTEMBI.

O4eBHUIHO, YTO [iBe Pa3IHUYHble OeCIIPOBOLHBIE CETH
MOTYT MMeTbh KakK 0obILIHe, TaK M Pa3THYaIOIIHecs [IPo-
6memsl. To ecTb B ITpoliecce ITOMCKA HEHCIIPaBHOCTEH
HeobXOIMO YUHTHIBATh, YTO BBIABUTaeMble THIIOTe3bl
IUISL OMHOM CETH JIOJIKHBI YIOB/IETBOPSITh CHMIITOMAM,
HabJ1i01aeMbIM B IPYTOM CETH.

MO>KHO TaKske OTMETHTb, YTO IIEpPBBIH ITyHKT OIHCA-
HUSI 3aTparuBaeT IOTeHILIMAJIBHO BCe YCTPOKCTBA, B TO

ip dhcp pool GuestClients
network 192.168.65.0 255.255.255.192
default-router 192.168.65.1
dns-server 192.168.10.27
lease 7

Puc.2. MNpoeepka DHCP-cepBepa: ecTb OLWNOKM

BpeMsl KaK BTOPOM M TPeTHI IyHKTBI IIPOSIBJISIIOTCS
TOJIBKO Ha OIlpeJle/IeHHBIX KJIHeHTCKUX YCTPOMCTBAX.

B KadecTBe BpeMeHHOT0 PellleHH 1, HaMIeHHOTO MH Ke-
HepaMH KOMIIAHHH, HCIIONb3yeTCs Iepe3arpyska KoM-
MyTaTopa, B KOTOPBIH IIOAK/II0OUeHbl TOUKH JOCTYIIa I1ep-
BOT0 3TasKa (MCII0Ib3yeMble TOCTEBBIMH IT0/Ib30BATE/ISIMH).
OnmHaKo M3BeCTHBI CJIydaH, KOIAA U II0C/Ie TaKOH Iiepe-
3arpy3KH 4acTb FOCTEBBIX I10/Ib30BaTe/Ier He MOIVIA IIOf-
KJIFOUMTECS K CeTH.

YrnobHee Bcero, 6e3ycI0BHO, HCC/IeIOBATh IIpobaemy
B MOMEHT ee IIPOsIB/IeHU S B CeTH. B HallleM c/ly4dae IIpo-
671eMa BO3HHUKAET JOCTATOUHO YaCTO, YTOOHBI 'TIOMMATh'
ee BXXUBYIO.

[ToppobHyl0 MHPOPMALIMIO O KIHEHTe, HCIBIThIBA-
[omeM IpobneMbl C MOAKIOYEHHEeM, MOXKHO BHJETh
Ha CKpUHIIOTe (pHc.1).

Kaxk BUAHO Ha MJUTIOCTPALIMH, KJIHEHT IIBITAeTCS II0/IY-
4uTh IP-afpec. B HOpMaIbHBIX YCIOBUAX 3TOT IIPOLIECC
IIPOXOAUT HOCTATOYHO OBICTPO, U KJIMEHT IIepexXOmUT
B COCTOSIHHe OKMAAHHUS Beb-ayTeHTHUHKALUU. 371ech
MBI MOXXKEM BBIABHHYTb CJIe[yIOIlHe THIIOTe3bl: IIpPO-
61leMa Ha CTOpOHe KIHeHTa, IIpobieMa Ha cTopoHe bec-
IIPOBOJHOIO pellleHHs, IIpobleMa Ha CTOpPOHE IIPOBO-
oHou ceTu unu DHCP-cepBepa. IIoCKOIBKY aHa/JIOIHU-
HBII ClleHapUH He QUKCHPYeTCsl AJIS KOPIOPaTHBHOM
ceTH, IIpobyemMa Ha CTOpPOHe 6eCIIPOBOIHOM CEeTH MaJIo-
BeposiTHA; Ipob/ieMa Ha CTOPOHE ITPOBOHOL CETH TaK>Ke
MaJIOBEpPOSTHA JI0 TeX IIOp, IIoKa myThk Tpadura Kk DHCP-
cepBepaM CoBIlafiaeT. [IpoBe/sl TeCTOBOe IOAK/IIOUeHHe
OZIHOTO 1 TOT'0 Ke K/IMeHTa K KOPIIOPaTHUBHOM U TOCTeBOK
CeTsIM, MBI MOKeM YOeUThCSI B TOM, UTO K/IUeHT paboTaeT
HOPMaJIbHO (B KOPIIOPAaTUBHOM CeTH, HO He B TOCTEBOL).
TakuM 06pa3oM, OCHOBHBIM 'TIOZ0O3peBaeMbIM’ CTaHO-
BUTCsI DHCP-cepBep K ero HaCTPOMKH JIJIS FOCTeBOU CeTH.

[IpenmonoxkuB 310, MBI IIpoBepsieM DHCP-cepsep
(pHc.2): HAIMIIO CPa3y HECKOJIBKO OMIHO0K!
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B pe3synrrarte 65ICTPOro BpeMeHHOI'O M He3aJ0KyMeH-
THPOBAaHHOIO pelleHus B KavyectBe DHCP-cepsepa ais
FOCTeBOM CeTH MCIIONb30BaJICS KOMMYTATOP IIepBOrO
3Taka. Pa3mMep myJsa aipecoB TaKkske He BBIIEPKHUBAET
KPUTHKH — OH CJIMIIKOM MaJ AJIS JaHHOM KOMIIaHHH
11 OTHOBPeMEHHO CPOK BbIJJauH a/Ipeca yCTaHOB/IeH B CEMb
OHeH (He 4acoB), UTO MPHUBOAUT K MCYEPIAHUIO IyJa.
O4eBH/IHO, UTO ITepe3arpys3Ka 3TOro KOMMYTaTOpa IIPHUBO-
JUJIa K OYMCTKe TabIUIIBI BBIAAHHBIX aJ[PECOB U HEKOTO-
POMY BBICBOOOKAEHHUIO aipecoB. OLHAKO B c1ydae 60/1b-
I1IOT'0 KOJTMYeCTBa [T0CeTUTeIeH aPeCHBIMH I1yJ1 BCe PABHO
vcuepIbiBasics. Tak HeBepHO BEIOPaHHBIM JH3aH BKyIIe
C omKbKOk KOHPUTYpaLIMH IIPUBeJT K ITpobieMe, Hera-
THBHO B/IHSIONIEN Ha MMH/K KOMIIAaHKH. JTa onrubKa
XOpOILIO 0OBSICHSET IIEPBYIO YaCTh TECTOBOIO CLIeHAPHSI.
OnHaKo JIoKaIN3alls IpobieMbl IpHeMa B 30He Kade
Y "HeaKTHBHOCTB' IIOpTaJa (IIpK 3TOM YCTPOMICTBO II0JTy-
4aeT [P-agpec) TpebyIoT OTAENIBbHOrO pa3brpaTesbCTBa.

[Ipu yTouHeHHH NpobreMbl "HEAKTHUBHOCTH' IIPH-
IIJIOCh MCIIONb30BaTh METOJ, BOCIIPOM3BEeIeHMS IIpPO-
671e MBI, IIOCKOJIBKY TIOJTY KT HEIIOCPeICTBEHHO YCTPOK-
CTBO, Ha KOTOpPOM ITpob/ieMa BO3HHKaJa, OKa3aloCh
HEeBO3MOXKHO. TaKOH MeTofI HeceT B cebe HeKOTOPYIO Heo-
IIpefle/IeHHOCTS — Iaske eCJIU IIpobieMa BO3HUKAET IIPU
BOCIIPOM3BeJIeHHH, MBI He MO>KeM OBITh CTOITPOLIEHTHO
yBepeHBI, YTO 3T0 KMeHHO Ta IIpobnemMa, KOTopasi BO3-
HHKJ/Ia Ha UCXOLHOM yCTPOKCTBe M, C/IeIOBaTe/IbHO, He
MO>KkeM OBITh YBEPEHBI B TOM, UTO pellleHHe BOCIIPOH3Be-
IeHHOM ITpobJieMBbl OO AET /15 pellleHH s I1TPobieMbl
UCXOIHOM.

B mporiecce Bocripor3BeeHUS ITpobieMel ObLI TIOTY-
4eH CKpUHIIOT (pHc.3): HTTPS-reidirect - pyHKIIMOHAB-
HOCTbB, XOTSI U BOCTpebOBaHHas PSZIOM 3aKa34HKOB, HO
TpebylolIas orrpesie/leHHbIX 3HAHU K OT KOHEYHOTO I10/Tb-
30BaTeIs, TaK KaK BCer[a BbI3bIBAET II0SIBJIEHHE IIpefy-
npesk/ieHus B OKHe 6paysepa. B JaHHOM TeCTOBOM Clie-
HapHH a/IMUHUCTPATOP CeTH He [IJIAHUPOBAJI ee UCII0Nb-
30BaTh, OAHAKO OHA OCTAJIaCh BK/IFOUEHHOH I10 OLIMOKe.
IToCcKO/IBKY ee Haau4YKe He MPpeAIoaaraaock, cepTudu-
KaT He 0OHOBJIS/ICS, @ TAK Ke He UCII0b30BaJICs KOPIIopa-
TUBHBIN CA. B pe3y/bTare 4acTh 6pay3epoB IIOTHOCTHIO
610K poBajia BO3MOXKHOCTB [Tepexojia Ha CTPaHUILY I10p-
Tasa (be3 crielraIbHBIX HACTPOEK), a YACTh - TeHEPUPO-
BaJI0 OKHO C IIpeAyIpesxkIeHreM, eC/Ix P MOoAKIIo4e-
HUU ocyinecTsisics HTTPS, a He HTTP-redirect.

B JaHHOM TeCcTOBOM CLieHapHU [IpeAIloNaraeTcs, 4To
3aKa34MK IPUHSI pellleHHe U3MeHUTb KOHQUTYpaIHio
KOHTPOJIZIepa, IOTHOCTBIO OTKIIouMB HTTPS-redirect.
Be3ycr0BHO, 3TO MOKeT PHUBOAUTD K OTCYTCTBHIO IIOP-
TaJsa B CJIy4ae, ecyiv 6paysep KOMMYHHULIUPYeT C UCIIONb
3oBaHreM HTTPS (Takoi 3ampoc He 6yzeT repeHaIpas-
JIeH Ha II0pTaJl, a ITpocTo bymeT copoleH KOHTPOJLIEPOM,
KaK 1 110601 Ipyror TpadUK [0 ayTeHTUGUKALKH).
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Puc.3. CKpMHLOT, MOJy4EHHbIN B MpoLuecce BOCMpO-
n3BeneHns npobaemol

HakoHel1, IpHIIIIO BpeMsi aHaJIK3a TPeThekl COCTaBS-
IOl ITpob/IeMbl - yXyALIeHH s ITPHeMa B 30He Kade. Uem
XapaKTepH3yeTcsi 30HA Kade B faHHOM odrice? COryIacHO
TeCTOBOMY CLIeHAapHIO, B Kade HaJIU4eCcTByeT OTKPHI-
Tas Teppaca. Takske MBI MOKeM IIPeAIIONIOKUTh HaJlu-
4yue MCTOYHMKA IIOMeX B AuarasoHe 2,4 T - MUKpo-
BOJIHOBOH I1€YHM, KOTOPasi MOKET MCIIONIb30BAThCS 11
pasorpesa 6110z [I/1s1 y4acTKOB OTKPBITOM TEPPUTOPUU
¢ Wi-Fi-[IOKpBITHEM JOCTATOYHO JIOTHYHO ITPeJIIONIOKHUTh
MCII0/Ib30BaHMe qHuamasoHa 2,4 ITi. be3ycioBHO, B C1y-
Yae HeOOJIBIIOM Teppachl IIOKPHITHE (XOTs 6bI YaCTHYHO)
MOKeT 06ecIieurBaThCS 33 CUeT TOUeK JJOCTYIIA, yCTAHOB-
JIEHHBIX BHYTPH [IOMEILEH K U UCIIOJIb3Y IO X A1 aTla30H
5TT11. 2T0 MOKET 00BACHATD TOT GaKT, YTO YACTh KJIHEH-
TOB He HCIIBITBIBaeT IIpobyieM IIpu pabore B Kade - OHU
HCIOMB3YIOT 5 IT1, KOTOPBEIM He IOoABepsKeH BIHUSHHUIO
PaboTEl MHKDPOBOJIHOBOK IT€YH.

[l TOATBEP>KIEHU S 3TOH TUITOTEe3bI HE0OXOOMO ITPO-
BECTU pazroobcienoBaHye BO BpeMsI BOSHUKHOBEHH S
rpobeMel. BaskHO OTMETHTB, UTO Pe3y/IbTaThl B PA3HBIX
JMalla30HaX JOJIKHEL OBITh ITpe/ICTaBIeHbI Pa3/ieIbHO.

IogBomst UTOTM, OTMETHM, YTO ITPOLIECC IIOKMCKA HeHC-
IIPaBHOCTEH B 6eCITPOBOHBIX CETSIX ~ 3TO He 00s13aTebHO
PYTHHHOe 3aHATHE, OIHAKO OH IIPOXOAMT Iopaszo s¢pdex-
THBHee, eC/IH [IPOBOAUTE ero, IIpUAep>KUBasCh ollpese-
JIEHHOI'O aJITOPHUTMa. Hcronp3oBaHUe pasfeneHus [Ipo-
671eMBI Ha MIOATPYIIIIEL U Ja/IbHEFIIee yTOYHEHHe ITPH-
BOZIUT K IOCTATOUHO OBICTPOMY ITIOHHMaHHUIO ITPO6Ie MBI,
YTO, B CBOIO OYepe/ib, IIOMOTaeT IIOJYIUTh ee ObICTpoe
pellleHHe. A BeZlb UMEHHO 3TO — [IPABHIBHO paboTaromas
CeThb — U SIBJISIeTCSI KOHEeUHOH 11eJIbI0 IIOKMCKa HeHUCIIpaB-
HOCTeH. [ |
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WIRELESS

AV 7% COMMUNICATIONS

TROUBLESHOOTING

in Wi-Fi networks

I.Ilyina-Sidorova, engineer of the technical support center

Cisco / iilyinas@cisco.com

Troubleshooting wireless networks is a task quite different from that in traditional wired networks.

CLASSIFICATION OF PROBLEMS
In comparison with wired networks, wireless ones
are characterized by a different way of accessing
the environment and physically transmitting
the signal, which leaves its imprint on the
troubleshooting process. Moreover, the wireless
nature of the connection brings uncertainty to the
client’s location in space.

It is convenient enough to conduct a trouble-
shooting process by relating a problem to one of
the predefined classes, with its own check steps
that will allow it to be narrowed and understood.
In terms of WLAN (Wi-Fi) networks, it is useful
to distinguish the following classes of problems:
 physical (hardware) failure;

« defect of the firmware or disposable manufacturing
defect (fault);

« configuration problems;

» software defect;

« wrong design of the solution.

It should be noted that in the solution process it
may become clear that the problem class was ini-
tially identified incorrectly. Ideally, this should
not lead to large delays in finding a solution, but
in a real situation, of course, it can slow down the
restoration of normal network operation.

To select a problem class, you can use the follow-
ing sequence of questions:
« What? (Which device,

available);

« Where? (In which part of the office / building /
production area the problem is observed, and in
which part it is not);

« When? (When the problem began to manifest
itself, whether the normal operation of the
network preceded it, when the problem did not
manifest itself exactly);

one, several or all

« What else? (Have any changes been made to the
network, location of the access points, were there
any repairs or installations in the building, did
the departments move, did new tenants appear
in the nearby premises, etc.).

For more complete information on the initial
survey schemes, reference should be made to the
special literature (see, e.g., Kepner-Trego and "Five
Why" (5Why) methods). If the problem occurs only
on one device in the presence of several similar
ones, it makes sense to assume a physical failure
of the device. If the similarity is incomplete, e.g.,
if there is a significant difference in the installa-
tion (e.g., one of the access points is mounted on
the wall opposite the elevators and the other is
installed in the false ceiling of the office area), it
is preferable to swap a deliberately working and
potentially faulty device for checking: whether the
malfunction is related to the physical position of
the device. It is clear that in this case, it is neces-
sary to replace all connecting cables by the same
scheme.

If the problem occurs only on a certain type of
equipment (on all devices of a certain type), then
a physical failure of a particular device is unlikely.
However, in the case of incorrect installation it
is possible, e.g., if the caseof the access points
intended for installation outdoorsis not sealed. In
this case, it is necessary to check whether there
are differences in the application of the potentially
faulty model to test the hypothesis of the wrong
design of the solution. If there are no such differ-
ences, or if the design is checked and corresponds to
the capabilities of the equipment (according to the
manufacturer’s documentation, the capabilities of
the equipment allow it to be used in this scheme and
the equipment is also configured according to the
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documentation), you can assume a software defect
or a firmware defect. Obviously, in the design ver-
ification process, it is possible to detect configura-
tion errors and correct them. With a new installa-
tion, as a rule,it is quite difficult for the end user
to draw a line between a software defect and a
firmware failure / production fault. However, this
is not critical. In this case it is necessary to work
with the equipment supplier to solve the problem.
With new installations, a certain problem is the
lack of data on the known operational mode of the
network. This inconvenience can be leveled using
pilot networks, and also with the help of a solu-
tion provider, which can provide additional infor-
mation about test installations. In the event that
the network has worked successfully in the past,
we can exclude the possibility of manufacturing
defects completely (provided that the functional-
ity involved has not changed) and completely con-
centrate on localizing the software defect. At the
same time, it should be noted that problems in pro-
duction are encountered so less often with prob-
lems with software that their probability can gen-
erally be neglected. In case of problems with all
devices, it makes sense to assume that the descrip-
tion of the problem misses an important detail that
allows us to narrow the description, or that the
problem does not lie in the field of wireless net-
works (e.g., a failure in a wired network can lead
to loss of connection between the controller and all
access points, while the controller and access points
will function). Obviously, such an analysisis pos-
sible not for all networks, however, the more com-
plete it will be, the more easily the process of trou-
bleshooting will be simplified.

It can be summarized that in general, when sev-
eral devices with sufficiently similar characteris-
tics are considered, the verification algorithm goes
from physical failure to verification of settings and
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design in general, and further to a software mal-
function (and possible production fault).

TESTING ALGORITHM

A physical fault is not always a noticeable defect.
In addition to the obvious cases (e.g., the access
point was dropped during installation and its
case is broken), electronic components may be
damaged. Sometimes this device continues to
partially function, which makes analysis even
more difficult.

If the device looks completely out of order and
does not turn on, it makes sense to replace the
power source (cable, port on the switch, socket)
with a guaranteed good one (not the free / standby
one). It is possible to switch the device that oper-
ated on this source to a potentially faulty source,
but this should be done with caution, since a mal-
function may be introduced by the power supply
(therefore it makes sense to do so only in the event
that a potentially faulty device normally turns on
with a verified working power source). This will
allow to localize the problem and, possibly, avoid
an expensive replacement.

It should be noted that sometimes physical
replacement of the device is performed before the
passage of all stages of troubleshootingas one of the
stages of the problem investigation. This approach
is justified in case of critical downtime, since in
the ideal case it leads to the most rapid recovery of
the system’s efficiency. Unfortunately, this solu-
tion significantly reduces the ability to understand
what caused the problem and prevent the appear-
ance of similar problems in the future.

Possible failures during the replacement include
the absence of a device (especially expensive) in the
spare parts stock, the failure to replace in time
and the lack of a working configuration of the
device. All these complications are eliminated only
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preventively, by observing the policy of saving device
configurations, and using network management
equipment (with the possibility of storing config-
urations of different versions, etc.) in the network.
The firmware defect (or the production fault,
which can be corrected by re-flashing the device)
can be identified in a separate class of problems
only because this defect is often capable of being
correcteddue to it being close to the characteristics
of a physical fault. That is, if the defect is already
known, its preventive correction is possible, and
replacement of the equipment is not required. This
saves resources for replacement. If the defect is dif-
ficult to remove (e.g., console access is required for
a sufficiently long time and the device is mounted
on a mast), a hardware replacement can be made
to another device with the correct firmware and
work on troubleshooting separately. To minimize
the occurrence of such defects, it is necessary to
periodically check the equipment manufacturers
website for news about such manufacturing defects
and keep in touch with the equipment suppliers.
Equipment configuration problems are the most
frequent cause of failure. Here the main tactic is
to analyze the changes made. Unfortunately, often
the technical staff does not give due importance to
documenting all the actions carried out or even try-
ing to hide the actions that could lead to the mal-
function. The policy of storing configuration ver-
sions and accounting for changes will help to get
comprehensive information if necessary. A test net-
work can do a great service here, where different
configuration options can be simulated and, thus,
a problem scenariocan be localized. Next, you can
refer to the hardware documentation (or to the
manufacturer’s representative or to the supplier
if the documentation is missing or incomplete) to
find out what changes need to be made to correct
the problem. This is also necessary to more accu-
rately describe the problem to the equipment man-
ufacturer in the event that the problem is caused
by a software error and to find a workaround. If
modeling a problem in a test network is impossi-
ble, you should simplify the script as much as pos-
sible in order to make it work, and then complicate
it, gradually bringing it up to the one used in the
real network, keeping in mind at which point the
problem will arise again. For example, if there are
problems with users’accessing to the wireless net-
work, if there is a portal with the open idauthori-
zation, you can offer:
« first create another open network using the same
access point;

« if the connection of the client that has
problems is carried out normally, configure the
authentication with the portal, but using static
credentials;

« if the connection is now normal, configure the
open id authentication;

« if the problem is not reproduced when the
identical configuration is reached (and the old
solution is still does not work), you can use a
new network for temporary access (workaround)
and at the same time continue analyzing the old
configuration to search for errors.

New networks are an interesting issue for the
problems associated with setting up the equipment.
They cannot be compared with a known good con-
figuration. In this case, for comparison, we need a
pilot network or at least detailed documentation for
the equipment (configuration guides, blueprints).
In new networks, we absolutely cannot rule out the
possibility of incorrect design, and there is always
a possibility that the equipment will not be able to
work in the desired way (although it is certainly
small in case of building a network by competent
specialists). If you suspect a problem with the con-
figuration of the device, in fact, we again go through
the same cycle of questions as when determining
the type of problem, but at a different level. We try
to locate the problem location (device) and then col-
lect diagnostic information that will confirm / dis-
prove our conclusions.

In case of suspect problems:

« on the client side - we collect client logs and
wireless traffic, and debug findings, if there
is a controller, reflecting client states (e.g., for
Cisco equipment, debug client <mac-address>),
collect information about the connection point
(the documentation for the network survey,
wireless survey);

« on the access point side - we collect point logs (if
any) and the controller (if anyin the network),
traffic to the wireless connection, traffic between
the access point and the controller (if we use the
lightweight APs scheme);

+ on the controller side - we collect the controller
logs (for Cisco controllers, start with the show
msglog, show traplog and show run-config);

+ on the monitoring equipment side - we collect
logs of the monitoring system, controller, traffic
between the controller and the monitoring
system;

« on the side of the authenticating server - we
collect logs on the authentication server, on the
controller and, possibly, traffic between them;
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« on the network side - we collect network traffic

between "our" devices and analyze it for possible

resets.

As it is shown, a set of data, based on which we
make analysis, partially overlaps. This allows you
not to spend extra resources on analyzing obviously
improbable hypotheses and to get the necessary
data set for analysis faster. The problems associ-
ated with a software defect are most often reported
to technical support services, but are often prob-
lems of a different kind. If we detect exceptions,
kernel panics, and other similar messages with a
high severity level in the logs, we can very likely
assume a software defect. In this case, it is neces-
sary to check whether this defect is present in the
number known to the manufacturer (in the case
of Cisco, using bug toolkit on the website), and in
which version of the software this defect is fixed. In
the case of unexpected results of software operation
or device lockup, it is recommended to first check
other possible causes of the problem. For a network
engineer, it is impossible to completely correct this
problem independently, but it is often possible to
find a workaround that significantly reduces the
impact of the problem on the network. To do this, if
a software defect is detected, you must try to under-
stand which hardware subsystem is affected by the
defect, and then try to involve the same function-
ality without using such subsystem. For example,
if you detect a bug in FlexConnect mode, you can
try to switch the access point to Local mode. This
mode, of course, will create additional load on the
communication channel between the access point
and the controller, and also on the controller, how-
ever this additional load can be acceptable for the
time necessary for the manufacturer to correct
the defect and provide new software. That’s why
if the problem is unknown to the manufacturer, it
makes sense to simulate the problem at home and
try to participate as much as possible in the pro-
cess of solving it. Of course, this can be impossi-
ble in case of limited resources or increased criti-
cality of the network.

A wrong design is the most painful mistake
that engineers make when building networks.
In the case of wireless networks, the limitations
imposed by the "material" world (placement of
access points and their power, coverage quality
requirements) that vary depending on the desired
network functionality,possible interference with
other customer devicesare added to the issues
of capacity, bandwidth, required functionality...
Fortunately, these problems are often identified and

[\
AR

eliminated during pilot launches. To prevent the
intrusion of errors of this kind in production, thor-
ough stress testing is necessary. Testing should be
subject not only to the fact of connecting or using
the desired functionality, but also the quality of
the service provided, as well as the possibility of
working in the case of full load of some part of the
network and the behavior of the network in case of
overload. In general, it is possible to assume the
wrong design, if the problem description includes
a mention of initially non-operating functionality
or a significant deterioration of the service when
the network is put into operation. In this situa-
tion, both a complete and a partial change in the
network can be a solution, which is often impos-
sible to implement in a short time. Therefore, sad
as it may be, sometimes it is necessary to limit the
functionality of the network as a temporary solu-
tion (e.g., instead of using only a wireless connec-
tion by all employees, you should transfer station-
ary workplaces to "normal" wired connection).

TESTING SCENARIO

Let’s suppose that a certain company has a wireless
network deployed in its office. The office is located
in a separate low-rise building, on the territory of
a business park, surrounded by similar buildings.
On the first floor of the building there is a
reception area for visitors, toilets, utility rooms,
as well as a small cafe and recreation area. There
are also working rooms and meeting rooms. On
higher floors, only workplaces and bathrooms
are located. There is an elevator in the building.
Before the commissioning (before the moving-in
of furniture), a radio survey was conducted, its
results are available for analysis. Unfortunately,
only the total results for the total coverage are
submitted (simultaneously for both 5 CHz and
2.4 GHz). According to the radio survey, the signal
strength (RSSI) ranges between -60 and -40, and
the noise floor does not rise above -75 (mostly
around -90).

For wireless access purposes, two wireless net-
works were configured, corporate and guest. For
the guest network, there is a portal, data for con-
nection to which the guest users receive from the
secretary (for each user a unique account is gen-
erated). In the corporate network, the connection
occurs with the verification of the machine certif-
icate as well as the user account.

The following problems are observed:

« sometimes (from the moment the network is
put into operation), guest users cannot connect
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Fig.1. Screenshot with detailed information about
the client experiencing connection problems

to the network (most often in the afternoon and

on Friday);

« some guest users cannot connect because the
portal is inactive;

« most complaints about the network are received
in the middle of the day in the cafe area (there
are users using access to the network from the
cafe area without any problems at any time).

It makes sense to start a solution with more pre-
cise definition of the problem and its decomposi-
tion into subtasks.

In case of problems with the portal, you need
to make sure as accurately as possible what users
mean by describing a non-working portal. The
absence of an IP address, the constant reloading
of the portal page, the missing portal page, the
message from the certificate error on the portal,
the repeated output of the authentication form,
the long loading of the authentication form, the
absence of redirection after authentication - allthis
can be confused by the users describing: "portal is
not active". When obtaining a description of this
type of problem, it is highly desirable to obtain logs
and screenshots of the observed error, as well as a
description of the expected behavior of the system.

Obviously, two different wireless networks can
have both common and different problems. That
is, in the process of troubleshooting, it should be
borne in mind that the proposed hypotheses for one

ip dhcp pool GuestClients
network 192.168.65.0 255.255.255.192
default-router 192.168.65.1
dns-server 192.168.10.27
lease 7

Fig.2. Checking the DHCP server: there are errors.

network should satisfy the symptoms observed in
another network.

It can also be noted that the first item of the
description affects potentially all devices, while
the second and third items only appear on certain
client devices.

As a temporary solution found by the company’s
engineers, the switch is rebooted, to which the
first-floor access points (used by guest users) are
connected. However, there are cases when even
after such a reboot a part of guest users could not
connect to the network.

It is most convenient, of course, to investigate
the problem at the moment of its manifestation on
the network. In our case, the problem arises often
enough to "catch” it live. For detailed information
about the client experiencing connectivity prob-
lems, you can see in the screenshot (Fig.1).

As you can see in the picture, the client tries to
get an IP address. Under normal circumstances,
this process passes quickly enough, and the client
goes into a state of waiting for web authentication.
Here we can put forward the following hypotheses:
a client-side problem, a problem on the wireless
side, a problem on the side of a wired network or a
DHCP server. Since a similar scenario is not fixed
for the corporate network, the problem on the wire-
less network side is unlikely; the problem on the
wired network side is also unlikely until the traf-
fic path to the DHCP servers is the same. Having
performed testing connection of the same client
to the corporate and guest networks, we can make
sure that the client is working fine (in the corpo-
rate network but not in the guest one). Thus, the
main "suspect” is the DHCP server and its settings
for the guest network.
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Fig.3. Screenshot obtained during simulation of the
problem

Assuming this, we check the DHCP server (Fig.2):
several errors are immediately apparent!

As a result of a fast temporary and undocu-
mented solution, the first-floor switch was used
as the DHCP server for the guest network. The size
of the address pool also does not stand up to crit-
icism - itis too small for this company and at the
same time, the date for issuing the address is set
at seven days (not hours), which leads to the deple-
tion of the pool. Obviously, restarting this switch
resulted in clearing the table of issued addresses
and some freeing addresses. However, in the case
of a large number of visitors, the address pool was
still exhausted. Thus, incorrectly selected design,
coupled with a configuration error led to a problem
that adversely affects the image of the company.
This error explains the first part of the test sce-
nario well. However, the localization of the recep-
tion problem in the cafe area and the "inactivity" of
the portal (with the device receiving an IP address)
require a separate investigation.

When clarifying the problem of "inactivity" we
had to use the method of reproducing the problem,
because it was impossible to get directly the device
on which the problem arose. This method carries
some uncertainty, even if the problem occurs dur-
ing simulation, we cannot be absolutely sure that
this is exactly the problem that has arisen on the
source device and, therefore, we cannot be sure
that the solution of the simulated problem is suit-
able for solving the originalproblem.
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During the simulation of the problem, a screen-
shot was obtained (Fig.3): HTTPS-redirect is a func-
tionality, although demanded by a number of cus-
tomers, but requiring certain knowledge from the
end user, since it always causes an alert in the
browser window. In this test scenario, the network
administrator did not plan to use it, but it remained
turned on by mistake. Since its availability was not
intended, the certificate was not updated, nor was
the corporate CA used. As a result, some browsers
completely blocked the ability to go to the portal
page (without special settings), and another part
generated a warning window if HTTPS was being
used when connecting instead of HTTP-redirect.

In this test scenario, it is assumed that the cus-
tomer has decided to change the controller config-
uration by completely disabling HTTPS-redirect. Of
course, this can lead to a lack of a portal in case the
browser communicates using HTTPS (such a request
will not be redirected to the portal, but will sim-
ply be reset by the controller, like any other traf-
fic prior to authentication).

Finally, the time has come for analyzing the
third component of the problem - deterioration of
reception in the cafe area. What are the character-
istics of the area of the cafe in this office? According
to the test scenario, there is an open terrace in the
cafe. Also, we can assume the presence of a source
of interference in the 2.4 GHz band - amicrowave
oven, which can be used to warm up dishes. For
areas of open territory with Wi-Fi-coverage, it is
logical to assume the use of the 2.4 GHz band. Of
course, in the case of a small terrace, a cover (at
least partially) can be provided by access points
installed inside the room and using a 5 CHz band.
This may explain the fact that some customers
do not experience problems when working in a
cafe - they use 5 CHz, which is not affected by the
operation of the microwave oven.

To confirm this hypothesis, it is necessary to con-
duct a radio survey during the occurrence of the
problem. It is important to note that the results
in different ranges should be submitted separately.

Summarizing, we note that the process of trou-
bleshooting wireless networks is not necessarily a
routine activity, but it goes much more efficiently
if you follow it, adhering to a certain algorithm.
Using the division of the problem into subgroups
and further refinement leads to a fairly rapid under-
standing of the problem, which in turn helps to
get its quick solution. And after all it is a correctly
working network which is the ultimate goal of trou-
bleshooting. [ |
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